Most businesses still picture cybersecurity
like an old-school castle.

Big walls. Heavy gates. Keep the bad guys out
and hope for the best.

But the modern workplace isn't a castle anymore.

Your team works from home, the office, coffee
shops... your data lives in the cloud... and your
systems talk to dozens of other services every
day.

There is no wall now. And cybercriminals know it.

That's why the big focus in cybersecurity has
shifted from “stop every attack” to “be ready to
bounce back fast when something happens”.

That's what cyber resilience is all about.

Because here’s the truth no one loves to hear:
Even well protected businesses get hit. Someone
clicks the wrong link. A supplier has a breach. A
new Al-powered scam slips past a filter. It
happens.

What matters is what happens next.

A cyber resilient business can spot trouble
quickly, shut it down before it spreads, and get
everything back on track with minimal fuss. It's
less “panic stations!” and more “okay, we've got
this”.
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Techn®logy update

Use guest chat in Microsoft Teams with caution

Microsoft Teams recently introduced a guest chat feature that
lets anyone start a conversation with you using just your email
address, even if you don’t normally use Teams.

Handy. But researchers have spotted a gap. When you join
someone else’s Teams environment as a guest, you're
protected by their security settings, not your own. That means
a malicious host could send phishing links or harmful files
without your usual security tools spotting them.

It's unlikely to affect most people but only accept Teams
invites from people you trust. And be cautious with unexpected
messages, no matter which platform they arrive on.
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The Al browser flaw
with a simple fix:
Good habits

There's been some talk recently about a
technique called “HashJack” that can trick
certain Al-powered browser assistants.

Sounds dramatic, but don't panic. This isn't
something the average business is suddenly
at high risk from.

But it is something worth being aware of as
Al becomes more common in everyday
tools.

Some Al browsers now have assistants that
help you summarize pages, explain content
or answer questions. The research found
that, in some cases, those assistants can be
influenced by text hidden at the end of a
URL (after the little # symbol you sometimes
see in a link).

This hidden text never leaves your device,
so normal security tools don’t spot it.

If an attacker crafted a very specific, very
unusual link, the Al assistant could
potentially misunderstand it and offer
misleading guidance or try to perform an
action you didn't ask for.

Importantly, the actual website you're
viewing still looks completely normal.

Now for the reassuring part: This isn't
something you'll accidentally stumble into.
It requires someone deliberately clicking a

suspicious link, and even then, only certain
Al assistants behave this way. And many
vendors have already patched their tools.

If you want great sound on your desk without

The same good habits that protect
you from phishing attacks work
here too.

e Stick to links you trust

e Check the address bar before
logging in anywhere

e Keep your browser, devices, and
security tools up to date

¢ And if something feels off about
a page or the assistant’s
response, close the tab and start
again.

You can add an extra layer of safety
by keeping strong security software
in place and making sure firewalls
and filters are up to date. But you
don’t need anything complicated.

Stay aware,
stay updated,
and you'll stay safe.

spending a fortune (or filling your workspace with giant
speakers), the Creative Pebble range is a brilliant pick.

These compact little spheres deliver surprisingly rich,
deep audio. Far better than you'd expect for the price.

They're perfect for Teams calls, focus music or a bit of

background LoFi while you work. Plus, they take up

hardly any space and look stylish on any desk. A small

upgrade that makes a big difference.
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